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1
Overall description
SA3 thanks SA2 for their LS on Mobile-terminated Early Data Transmission (MT EDT).
SA3 discussed the reply LS from SA2 and would like to provide an answer to the following questions from SA2.

2. Security and incorrect charging issue

SA2 has discussed the RAN2 message 2 and message 4 solutions for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation. For the MT-EDT with message 4 solution, SA2 assumes re-use of the MO-EDT security procedure.

For the MT-EDT with message 2 solution:

· for CP CIoT EPS Optimisation, the MME cannot receive the Control Plane Service Request (CPSR) NAS message prior to sending the DL Data. According to SA2 this requires that the MME shall not delete the DL Data before receiving a ciphered and integrity protected NAS ACK message from the UE. Sending the DL NAS packet to an illegitimate UE that can read the dedicated MT-EDT preamble can also cause incorrect charging in CN. 

· for UP CIoT EPS Optimisation, the authentication token is not included in the current Random Access Preamble message. SA2 is not clear how the network confirms the message was received from a legitimate UE and how to activate the security for the MT-EDT payload. 

Q1: SA2 asks SA3, RAN2, RAN3 and CT1 to consider the security procedure for the message 2 solution for both CP CIoT EPS Optimisation and UP CIoT EPS Optimisation.

[Answer 1] From security point of view, it may not be desirable for network to transmit data to UE without verifying the UE. Though the message 2 solutions do not affect the confidentiality and integrity of the message, they can be exploited by attackers to force the network to send MT data over different cells. Furthermore, in case of UP CIoT EPS optimization, MT EDT data should be security protected using the security context in the target cell. This means the source eNB should derive a key (KeNB) for the target cell and provide it to the target eNB without UE verification, which requires additional overhead to mitigate the possibility of attacks. Therefore, the message 2 solution for MT EDT for both CP and UP CIoT optimization is not preferred from security point of view unless this optimization is considered essential from RAN2 WG.

Q2: SA2 asks SA3 to provide feedback on the SA2 assumptions and potential security issues for MT-EDT options discussed above.

[Answer 2] SA3 confirm that SA2’s assumption on the re-use of the MO-EDT security procedure for message 4 solutions is correct. 
2
Actions
To SA2, RAN2, RAN3, CT1  

ACTION: 
SA3 kindly requests SA2, RAN2, RAN3, CT1 to take the above into consideration.
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